New Zealand's Privacy Act often gets much bad press, especially from the business standpoint but how much is there to fear in practice? An examination of data protection litigation to date reveals a great deal about the nature of claims and who they were against as well as the likelihood of complainants being successful.
dispute resolution procedure, underpinned by the Office of the Privacy Commissioner and avoiding the need to resort to the courts has seen a large number of cases resolved since the Act has been in force. We examine the history of dispute resolution thus far with particular attention being given to outcomes from the complainants' point of view. We have also undertaken a statistical analysis which sheds light on, amongst other things, the nature of defendants, and nature of the remedies achieved as well as the areas of data protection which generated the most disputes.
The international context
The privacy implications of information technology, particularly automatic data processing and transmission, were understood at first in the more advanced western economies. The use, in these countries, of data processing in the delivery of social services and in law enforcement was accompanied by the corresponding concern, by their citizenry, about the potential for all-pervasive surveillance and the profiling of individuals by the State. As a consequence, legislation governing how such data was processed and allowing for access, by citizens, to data held about them by government was adopted, in the 1970s, in many European nations and in the United States.
A divergence that has persisted to this day was presaged by the fact that while the Europeans enacted legislation covering both their public and private sectors the United States passed legislation that applied only to information held by the f ederal government.
3 While this legislation still exists the application of similar principles to other sectors in the United States has proceeded only in a piecemeal fashion, with some sectors such as health information, 4 banking and credit information 5 being covered whilst others have been included as a response to particular lapses (such as the Video Privacy Protection Act 1988 as a consequence of the release of Judge Robert Bork's video rental records during his failed Supreme Court nomination).
The wisdom of the all-encompassing European approach was to be proved in the decades that followed with the proliferation in the use of computers by the private sector and the development of the internet which allowed individuals, as well as businesses and government to access the information superhighway. The reality that information can easily be transmitted between sectors and the difficulties in preserving public/private sector boundaries in an age of outsourcing and contracting out of public services meant that a "seamless" data protection regime was preferable to one that differentiated between sectors.
The potential for differing standards in the protection of personal data prompted the Organisation for Economic Cooperation and development (OECD) to issue its 1980 Guidelines on the Protection of Privacy and Trans-border Flows of Personal Data (the OECD Guidelines). 6 Although the OECD is an organization usually involved in promoting trade and investment between the most developed economies, not one primarily concerned with promoting individual privacy rights, it nevertheless recognized the implications for trade should the free flow of information to be disrupted on the basis of individual jurisdictions' laws for safeguarding personal data. The OECD Guidelines remain a benchmark against which individual nations' laws and international agreements concerning data protection can be measured: they were a major stimulus for the Australian and New Zealand statutes 7 and the more recent APEC Privacy Framework in the Asia-Pacific region. 8 Moves toward harmonizing data protection norms within the European Union were taken to new and entirely higher level with its 1995 Directive on the Protection of Individuals with regard to the Processing of Personal Data and on the Free Movement of Such Data (the EU Directive). 9 Not only did the EU Directive require all member states of the European Union to adopt the Directive in their domestic law but it also prohibited the transfer of personal data from a member state to a third country where the third country could not ensure an "adequate" level of protection for the data after transfer. 10 This accelerated moves in other jurisdictions towards ensuring that data protection rules in the private sector were sufficient to comply with the EU Directive's "adequacy" standard.
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One of the key rights stipulated in the EU Directive was the right of a data subject to a judicial remedy.
The refusal, by the United States Government, to adopt a mandatory data protection regime covering the private sector led to a lengthy dispute with the European Union which was finally resolved, in March 2000, with the adoption of a set of voluntary principles, called the "Safe Harbor Principles", which subsequently received the approval of the European Commission as satisfying the adequacy standard of the Privacy Directive. The Safe Harbor scheme is not mandatory (although at present over 1000 organizations are listed as subscribing to the principles, these include many companies such as Microsoft that do business in the European Union 12 ) but those businesses that subscribe to it are bound by its principles and are subject to penalties for non-compliance imposed by the United States Department of Commerce. 13 Other countries have not had the leverage over the European Union to negotiate their own "safe harbor" and have opted instead to attempt to align their law with the EU Directive so as to secure an adequacy finding from the European Commission. 6 Available at: www.oecd.org. 7 See preambles to the Privacy Act (C'th) 1988 and the Privacy Act 1993 (NZ). 8 Available at: www.apec.org 9 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995. 10 Ibid, Article 25. 11 For example the Privacy Amendment (Private Sector) Act 2000 (C'th, Aust). 12 The list is available at: http://web.ita.doc.gov/safeharbor/shlist.nsf/webPages/safe+harbor+list. 13 New Zealand's initially complacent attitude (following the Act's enactment in 1993) was later followed by the realization that refinements and additional provisions were needed to bring the Act fully into line with the EU Directive's standards.
14 However the technical amendments needed have not yet been enacted a full decade after they were mooted. These amendments do not go to the substance of the Act's content, rather they deal with peripheral but internationally significant issues such as preventing the re-export of personal data where New Zealand is used as a "data haven" to circumvent the EU Directive. The adequacy or otherwise of the solutions put in place to address these issues are beyond the scope of the current paper.
The nature of data protection principles and the significance of process: the focus for this paper
The OECD Guidelines and subsequent developments all have something in common: instead of cast iron rules they are structured as open-ended "principles", which have come to be known as "fair information practices" or "data/information protection principles". These are to be found, for example in the ten privacy principles contained in Canada's federal privacy law, 15 in the twelve information privacy principles (IPPs) in New Zealand, 16 and in the ten National Privacy Principles in Australia. 17 In the words of Jennifer Stoddart, the Privacy Commissioner of Canada, the nub of the principles is that:
18 "people should be told what information is being collected about them, by whom, for what purposes: they should be told what is being done with it and who it is being disclosed to; they should be able to control the collection, use and disclosure of the information through the power of granting or withholding consent; the information should be securely held….people should have a right of access to their information, and a right to correct it where necessary."
These principles are remarkably consistent across most jurisdictions which enhance the opportunities for comparisons between them. 19 While rules formulated as open-ended principles or guidelines have the advantage of flexibility, as they can be applied to new technologies as they emerge and are therefore less likely to become obsolete over time, they suffer from the disadvantage of uncertainty: consumers and businesses might be in doubt as to the scope of the principles and as to the manner in which they should comply: for example how much detail needs to be conveyed as to the purposes for which 14 19 There are also slight differences though between jurisdictions that makes comparisons dangerous. For example NZ separates the use of personal information (IPP 10) from its disclosure (IPP 11) unlike National Privacy Principle 2 in Australia. Definitions also differ; for example the Australian definition of "personal information" avoids many of the issues that have concerned the courts in New Zealand.
information is collected and how securely should it be held (no system is completely immune to hackers and the like). In addition, a system of data protection principles on its own is meaningless unless data subjects have recourse to a meaningful remedy for infringements: voluntary or self-regulatory industry codes are no match for legally stipulated judicial remedies including the right of a data subject to receive compensation from a data controller for damage suffered as a result of breach of a data protection principle.
It is these two areas that are the focus of this paper. To what extent have the bones that constitute the information principles been fleshed out by the rulings in actual cases? Which areas of data protection generated the most litigation and what were the outcomes for litigants? One of the most useful tools by which the effectiveness or otherwise of a country's personal data protection regime may be assessed is the degree to which its privacy law provides real remedies in concrete instances affecting real people. In New Zealand such a tool exists in the reported case law of the dedicated tribunal that hears privacy complaints. Originally this was the Complaints Review Tribunal but it is now the Human Rights Review Tribunal (the Tribunal). Breaches of the Privacy Act ultimately end up here not in the regular courts and there now exists a body of specialized jurisprudence interpreting the Information Privacy Principles (IPPs). 20 A small number of cases resulted in further litigation before the courts and the significance of these cases will also be briefly examined.
The research for this paper was conducted over the southern summer and autumn of 2007 and examined all the reported decisions of the Tribunal in New Zealand from its inception until the end of 2006, a period spanning fourteen years. This allowed us to compile a statistical analysis of the cases from which we have ascertained, amongst other things, what percentage of defendants were from the private as opposed to the public sectors, which of the IPPs were litigated the most, the range and average amount of compensation awarded, the number of plaintiffs that were represented by counsel and the effect of representation on outcomes for them. The small number of cases that were further appealed to the courts and their significance is also briefly examined.
It must be stressed that the present study does not purport to be a comprehensive overview of New Zealand's privacy law. Reference should be made to standard works on privacy in New Zealand which cover data protection as well as other privacy related areas. 21 Instead, our aim has been to concentrate on those areas which occasioned the greatest difficulties in interpretation and enforcement -the presumption being that a significant proportion of cases which proceeded as far as the Tribunal must evidence genuine disagreement as to what the IPPs mean. In addition, since only the Tribunal can hand down binding rulings concerning the interpretation of the IPPs, this case law is important from the standpoint of precedent: again this is not to belittle the useful guidance given from time to time by the Privacy Commissioner, through its website, through issuing "selective" case notes 23 and through various other publications. All these play a vital educative role and, in the case of the Privacy Commissioner's investigative function, form part of the enforcement and dispute resolution mechanisms of the Act in New Zealand. However the Tribunal marks the endpoint of the enforcement and dispute resolution process and is the focus for much of what follows.
Data protection in New Zealand
Concern over use of new technologies by government agencies first arose in New Zealand in relation to the Police Law Enforcement System which centralized law enforcement data retrieval and management in a dedicated centre: from 1976 to 1995 these services were operated by a mainframe computer located in the city of Wanganui.
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In response to these concerns legislation was enacted to control use of the information which allowed for access by citizens to their data and a dedicated privacy commissioner to investigate alleged violations of privacy. 25 This early data protection measure was supplanted, in 1991 by the Privacy Commissioner Act which created, for the first time, a national data protection official.
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The main purpose of the 1991 legislation was not, however, data protection but to assuage citizen concerns over the introduction of information matching between government agencies on a much wider scale. Information matching involves the comparison of one set of records with another, with the aim of finding records in both sets of data that belong to the same person (for example a list of people receiving welfare benefits with a list of people who have left New Zealand from customs records or who are deceased from the register of births, deaths and marriages). 27 The process is used to detect fraud in public assistance programmes, or to trace individuals who may be wanted; less frequently it is used to assist individuals (for example to identify someone who has not claimed an entitlement). In some matches it is the absence of a person in one set of records that is of interest.
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Information matching is potentially damaging to privacy interests for numerous reasons. Foremost among these is the lack of individual's control over automated processes, the potential harm that can result from errors and the reversal of normal evidential presumptions (those found in a matching sweep are presumed to be committing fraud despite the fact there may be a completely innocent explanation for the match). There is also the potential for further "black listing" of those found to be cheating and the indefinite stigmatization and surveillance of individuals. The 1991 legislation addressed these concerns by providing safeguards that were carried forward to the current Act 23 which replaced it. 29 These include oversight by the Privacy Commissioner, stringent reporting requirements, procedural safeguards such as notification prior to adverse action, technical standards and the application of a cost/benefit evaluation as justification for such programmes. 30 The reassurance provided by these measures has meant that there has been relatively little public disquiet about the widespread use of data matching by the public sector. A significant step in the evolution of New Zealand's data protection regime was the enactment of its freedom of information law, the Official Information Act 1982 (OIA) and the Local Government Official Information and Meetings Act 1987 (LOGOIMA). This legislation was also one based on broadly drawn principles, subsequently fleshed out by individual rulings. They opened up large areas of public sector information to public access and scrutiny. Individuals were, for the first time, given a legal right to access all personal information about them held by public sector bodies. Like the later privacy legislation the statutes applied to "information" irrespective of the media on which they were contained rather than to files or documents. The OIA and its local government counterpart have generated considerable jurisprudence and academic commentary in New Zealand. 31 However, unlike the United States Freedom of Information Act on which they are based, the dispute resolution process does not require recourse to the courts: an independent mechanism for complaints was provided through the existing office of the Ombudsman. The latter's rulings are binding though 32 and government agencies are required to comply with them except in exceptional circumstances.
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The first comprehensive law addressing all aspects of data protection in New Zealand was the Act which came into force in 1993. 34 In addition to regulating information matching, outlined above, it contained twelve IPPs governing the entire information processing spectrum: the collection, use and disposal of personal information. 35 The OIA and LOGOIMA's provisions giving access to personal information held in the public sector were transferred to the Act. Furthermore, the Act extended the OIA and LOGOIMA's right to access personal information held in the government sphere to the private sector as well. 36 The freedom of information statutes now cover only information other than personal information. 37 The Act therefore represents a "one size fits all" regime for governing personal data. It governs both the rules for access to personal information as well as how personal information is collected, used and disclosed. 29 Privacy Act 1993, Part X and see the information matching rules contained in the Fourth Schedule. 30 Ibid. 31 Eagles I et al Freedom of Information in New Zealand, Auckland, Oxford University Press, 1992. 32 Official Information Act 1982 s 32 (public duty to observe recommendation). 33 Ibid; s 32A allows the Government to veto the Ombudsmen's recommendation but s 32 B allows this to be challenged through judicial review in the courts: to date the administrative veto has yet to be exercised. 34 The application of certain portions were delayed until 1996. 35 Privacy Act 1993, s 6. 36 Ibid, Part 2. 37 However Part 4 of the Official Information Act 1982 still applies to information about individuals who are not natural persons, that is to companies which is held by public sector organizations.
The Act applies to all "agencies" which are widely defined 38 to cover the public and private sectors and individuals (except information collected or held by individuals mainly for their personal, family or household affairs). 39 Excluded from the definition are the legislature, the judiciary (including tribunals and the like) and the news media in relation to their "news activity". The latter exclusion does not extend to the media's non news related activities (for example employees' personal information, advertising and subscription lists). It will be seen that the precise ambit of these exclusions have been the subject of litigation in several cases before the Tribunal and the courts. Intelligence agencies are also excluded from the Act's coverage except in relation to the right of citizens to access personal information held by them. 40 The Act applies to "personal information" which is defined to mean information about identifiable natural persons as opposed to artificial persons such as companies.
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Although both the Act and the earlier freedom of information legislation are "information" based and therefore technologically neutral -it can be said that in theory they apply even to telepathically communicated information -the issue as to what they include has concerned a good deal of the litigation before the Tribunal as well as the only case to proceed as far as the Court of Appeal. Likewise both freedom of information and privacy jurisprudence in New Zealand have long struggled with whether it is possible to grant access to information that is not recorded in physical form but is held in the memory of officials and whether this is capable of being retrieved.
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These reservations aside the Act is a convenient "one stop shop" regulating both access to personal information as well as providing remedies for its misuse. This fortuitous turn of events has undoubtedly been made possible because New Zealand is a unitary state with a relatively uncomplicated legal system. In Australia, by comparison the federal constitutional structure has meant that access to personal information held by state governments is through state privacy laws. 43 In addition, it has been seen that in New Zealand there are very few bodies that are excluded from the Act's coverage: there is for instance no exception for "small business operators" or for information about employees as exists in Australia. 44 The existence of a "level playing field" has undoubted advantages not least of which are the reduction of compliance costs involved in dealing with multiple agencies and sets of rules. 38 Privacy Act 1993, s 2. 39 Privacy Act 1993, s 56. 40 Privacy Act 1993, s 57; s 72 B allows complaints to be made to the Inspector General of Intelligence and Security. 41 Ibid, s 2. 42 See for instance R (a police officer) v Harvey [1991] 1 NZLR; in L v N (CRT 27/96) a "signpost" on a file ("for information on individual refer to Executive Manager") suggested that a manager held undocumented information about the plaintiff which was accordingly held to be retrievable. Where it is possible to ascertain the outcome of a meeting or hearing the practice of both the Ombudsman and Privacy Commissioner has been to require this to be put in recorded form as soon as possible. 43 For example in New South Wales the Privacy and Personal Information Protection Act 1998 deals with the way public sector agencies in NSW manage personal information. 44 Privacy Act (C'th) 1988, s 6 C and s 7 B(3) respectively.
The Act also contains a built in flexibility because it gives the Privacy Commissioner the power to issue codes of practice that become part of the law. 45 Such codes may modify the operation of the Act for specific industries, agencies, activities or types of personal information. They often modify one or more of the information privacy principles to take account of special circumstances which affect a class of agencies (for example credit reporters) or a class of information (for example health information). The rules established by a code may be more stringent or less stringent than the principles they replace.
46 Proposals for issuing a code of practice may be made by a body representing the interests of a particular class of agency or industry, or by the Privacy Commissioner herself and are usually adopted after public consultation. 47 Codes of practice are a flexible means of regulation and can be amended or revoked by the Privacy Commissioner at any time. However, as they are deemed regulations, they must be presented to the House of Representatives and are subject to careful scrutiny by the Regulations Review Committee. At present there are six codes of practice. 48 By far the most important of these is the Health Information Privacy Code which has generated around fifteen percent of litigation before the Tribunal. In addition to codes of practice the Act also allows for specific exemptions to be applied for and granted by the Privacy Commissioner.
Finally, the Act also regulates the manner in which information in public registers is used. Instead of the IPPs a separate set of public register principles 53 applies to these registers which are accessible to members of the public and in New Zealand increasingly available through the internet. The public register principles 54 information is only available from a public register by search references consistent with the manner in which the register is indexed or organised, that information obtained cannot be re-sorted or combined with personal information obtained from any other public register for the purposes of making available for valuable consideration personal information assembled in a form in which that personal information could not be obtained directly from the register and also prohibits electronic transmission of personal information from public registers except for the purpose of making information available to a member of the public searching the register. These restrictions have prevented the development by business of "value added" databases drawn from public registers. No litigation has arisen over the principles and as far as we could discover neither have there been any complaints concerning breach of them.
The dispute resolution process
As is the case with New Zealand's freedom of information legislation the Act sets up an inexpensive dispute resolution procedure that avoids recourse to the courts. 55 However it is underpinned by the backstop of the Tribunal, which has the power to grant legally enforceable remedies including the award of significant monetary damages, by New Zealand standards.
The starting point is the Privacy Commissioner: any person may complain to the Commissioner about an interference with privacy: this does not have to be the person who suffered the interference. 56 Complaints can be made orally or in writing although in the former case the Commissioner will assist in putting it into written form (a downloadable form can be obtained from the Commissioner's website). 57 The role of the Commissioner is both inquisitorial and conciliatory: in the former role the Commissioner is empowered to investigate the complaint in private 58 and her powers include being able to obtain documents, 59 to examine witnesses under oath 60 and override any statutory secrecy requirements.
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In the conciliatory role, on the other hand, the Commissioner has a statutory duty to use her best endeavours to secure a settlement where this is possible and is empowered to call a compulsory conference to this end. 62 The duty to exert best efforts to secure a settlement exists even where the Commissioner finds that the complaint has substance. 63 55 Ibid, s 11(2); despite s11(1) providing that IPP 6 (access to personal information) held by the public sector is a legally enforceable right in only a handful of cases has this been exercised all of these being in the context of other litigation. 56 The practice of the Privacy Commissioner indicates that settlement of complaints is the main priority. In recent years a three-person team (known as the Assessment and Conciliation Team) make an initial assessment of all complaints, identify issues, gather any further information needed and make an early decision on whether the complaint should proceed or not. 64 Complaints not closed by the team are assigned to investigating officers for further action.
65 Appendix I contains a table with the number of total complaints in the period studied as well as the number of complaints closed. Since complaints can remain open from one year to the next the number of complaints closed can be greater or less than the number received in any current year. Closed complaints reflect a range of outcomes from the Commissioner deciding to take no further action through to the complainant being satisfied with the involvement of the Office and a voluntary settlement being reached. 66 Unfortunately, unlike other jurisdictions, no statistics exist for the remedies obtained on the settlement of complaints. 67 It has been suggested that the omission is the result of a conscious policy that parties to a dispute should themselves decide on appropriate remedies rather than being influenced by previous outcomes.
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The results thus far demonstrate the extremely high success rate of the conciliation process. Of the 11,610 complaints received in total the vast majority, 9367 or 81 percent have been settled. It can also be seen from Appendix I that the great majority of complaints have been settled even before either a provisional or final opinion by the Commissioner as to whether a contravention had occurred. This indicates that most agencies, when faced with a complaint, are either ready to accept their mistake or in any event prefer to settle privately rather t han incur the adverse publicity that further litigation is likely to bring. The making of the complaint and the fact of being investigated have in most case been sufficient to induce a settlement.
Of the total number of complaints only a small proportion, 497 or four percent resulted in a finding by the Commissioner that the complaint had substance and that there had been an interference with privacy. It is important to note that this does not signify the number of cases where the complainant has succeeded in obtaining a remedy: as explained above the majority of cases were settled where there was a mutually acceptable outcome often involving the payment of compensation to the complainant. When a finding of interference with privacy has been made and the parties have not managed to settle the dispute the Commissioner has discretion to refer the matter to the Director of Human Rights Proceedings (DHRP) 69 for consideration whether to bring proceedings against the defendant in the Tribunal. 70 The Commissioner has indicated there is now a presumption in favour of such referral unless other factors are present: for example all the information has been provided; there is no systemic issue that the agency has failed to address or where the complainant has not suffered a loss for which a remedy is required. 71 This undoubtedly accounts for the relatively few referrals to the DHRP by the Commissioner, 47 in all as opposed to the number of complaints, 173 in all, pursued independently by the plaintiff (see Appendix II). However this pattern may be shifting; as indicated above there is now a presumption for referral where a complaint has been upheld and this is reflected in the number of cases referred in the last two reporting years (13 and 12 respectively).
When a complaint is referred to the DHRP it is considered afresh by the DHRP who has discretion as to whether to bring the complaint to the tribunal on the complainant's behalf. 72 The advantage, for complainants, is that when proceedings are brought on their behalf, the costs are borne by the Privacy Commissioner and not the individual. However the Act allows aggrieved individuals to bring proceedings before the Tribunal themselves where the Commissioner or the DHRP decides not to do so. As can be seen from Appendix II most of the cases that have been heard by the Tribunal were brought by aggrieved individuals themselves.
The number of cases where the complainant has been successful is very small. Indeed in only 34 cases brought before the Tribunal has it found that an interference with privacy had occurred. 73 This represents a miniscule 0.3 percent of the total number of complaints initiated which is a good indication as to how rare successful litigation is in New Zealand under the Privacy Act. However this is a very rough figure and does not indicate the nature of the complaints or the nature of the remedies obtained when an interference with privacy was found to have taken place. The remainder of this paper will focus accordingly on a more detailed investigation into the nature of outcomes for individual litigants before the Tribunal.
Finally, the number of cases that have been appealed further to the courts (the basis for these appeals is explained below) is even smaller. This is despite the existence of an automatic right of appeal, from the Tribunal, to the High Court which has the power to hear a case de novo (it will be seen that this power has been interpreted extremely narrowly by the Court). 74 There have been 14 appeals to the courts (including one to the Court of Appeal) of which (using the same methodology we employ in analyzing the Tribunal jurisprudence) only 11 concerned substantive issues. 75 Of these cases the original complainant was successful 76 in only three whilst eight were unsuccessful. Likewise only in three instances was the outcome in the Tribunal reversed on appeal (that is a successful appeal by either the plaintiff or the defendant).
Litigants have a further right to appeal to the Court of Appeal: this is only allowed on questions of law and with the leave of the High Court and the issue involved must be one of general or public importance or there must be some other significant reason for the appeal. 77 The only case to make it thus far is considered below.
Litigation in New Zealand
Data protection litigation should be set in the context of other litigation involving individual rights. While a detailed comparison (for instance with human rights or employment litigation) is beyond the scope of this paper it can be observed that New Zealand is not generally a litigious society. Civil claims brought by individuals are few in number and usually do not involve exorbitant monetary amounts. This may be seen for example in New Zealand's no-fault scheme for accidents whereby the right to sue is replaced with State-guaranteed compensation for personal injury. 78 Under the scheme a person who suffers a permanent impairment such as the amputation of a leg below the knee receives a maximum of $13,409 in lump sum compensation whereas the maximum amount that may be claimed for substantial impairment such as paraplegia is $100,000.
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It is against the background of such facts that the award of damages in data protection litigation should be assessed: it will be seen that the highest sum to date, $40,000, is at the high end of civil litigation involving individuals. On the other hand defamation proceedings in New Zealand have frequently resulted in the award of much larger sums sometimes exceeding a million dollars. 80 It can be observed, however, that the latter invariably involved plaintiffs who were celebrities or public figures of one kind or another. Data protection litigation, by comparison, is usually pursued by lesser mortals and concerns the occurrences of everyday life: privacy litigation before the Human Rights Review Tribunal should be measured against the former and not the latter. minister from a panel chosen for their experience in a variety of fields 83 only three of the 20 members being required to be legally qualified. 84 Although it is therefore most often the case that two of the Tribunal's members will have no legal background, the chairperson is required to be a barrister and solicitor with at least five year's experience. 85 The role played by chairpersons in the running of the Tribunal is indispensable as they are often called on to assist litigants in formulating their pleadings, a symptom it will be seen of the fact that the majority of plaintiffs represent themselves and when representation does exist it is usually by lay people. The Commissioner often appears in proceedings as an interested observer and in practice plays a crucial role, often acting as "de facto" counsel assisting the Tribunal.
As it is not strictly a court of law the tribunal is required to act according to the "substantial merits" of the case without regard to technicalities although in exercising its powers and functions it must act in accordance with the principles of natural justice in a manner that is fair and reasonable and according to equity and good conscience. 86 Despite these statutory injunctions an analysis of the Tribunal's decisions has revealed that a great many cases are indeed determined on the basis of technicalities and legal niceties routinely occur. On the other hand the normal rules of evidence are somewhat relaxed although the practice of the Tribunal has been to follow evidentiary rules as close to those observed in court as possible. 87 However evidentiary issues have pre-occupied many cases before the Tribunal and the outcome has hinged on them. Evidentiary difficulties have arisen where litigants have had to recall the content of conversations. In one case concerning disclosure it was stated that the: 88 "Tribunal will always have difficulty determining precisely what personal information is at issue if the disclosure is an oral one….the Tribunal is reluctant to find that an interference with privacy has occurred if there is doubt about the personal information which is the subject of the proceedings."
Thus it is evident that evidentiary concerns are essentially determining the very definition of "personal information" at least where alleged breach through inappropriate disclosure is concerned.
A case can be brought under the Act before the Tribunal if the Privacy Commissioner finds an interference with privacy has occurred and refers the case to the DHRP who then brings the case on the plaintiff's behalf. Alternatively, the plaintiff can bring their case before the Tribunal themselves:
• If the Commissioner finds no evidence of a breach of privacy or, • If the commissioner finds a breach but does not refer the case to the DHRP or, 82 Human Rights Act 1993, s 98. 83 These include knowledge of cultural matters, public administration and socio-economic experience. 84 • The DHRP does not want to bring proceedings.
The Privacy Commissioner must first have investigated the claim for the Tribunal to have jurisdiction to hear it: the Commissioner provides a certificate of investigation and a final opinion to the complainant without which the Tribunal will strike out proceedings brought before it.
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It has been seen that the number of cases that make it to the Tribunal is relatively few in comparison to the number of complaints made every year to the Privacy Commissioner's office. On average there have been less than 10 cases a year. For the statistical analysis 140 case notes were reviewed. From these notes the details of only eighty-one cases were used. Preliminary or interim decisions, cases that were struck out before they were brought to the Tribunal, directions, or any cases with jurisdictional issues preventing the plaintiff from bringing the case before the Tribunal were not included in the statistics. Also excluded are decisions solely relating to costs -as they invariably followed a substantive ruling their inclusion would have resulted in a double counting of the cases. However a very few cases (mostly in the early period of operation of the Act) have been included of cases that were decided "on the papers" (where parties did not appear but the substantive issues were dealt with by the Tribunal nevertheless). This study is only concerned with decisions relating to breaches of privacy made by the Tribunal. Other information found in the case notes was not included in the statistics, but will be referred to later on for different reasons.
While the total number of cases used here seems small at only 81 over the fourteen years the Tribunal has been in operation, the number would be even smaller if not for the insistence of some plaintiffs to have "their day in court". Although the settlement process appears to be effective in most cases, for some complainants the only acceptable remedy is to appear before the Tribunal. This is even more evident when the remedies sought by plaintiffs are taken into account: it will be seen that vindication, rather than monetary compensation is most commonly sought.
Although a few cases have the same name (such as two cases named Pamela and Anthony Mayes v Owairaka School Board of Trustees); they relate to different breaches of the Act and were brought separately and at different times. Such cases have been counted as separate and distinct from each other for this study.
The nature of defendants
Analysis of the cases revealed that public sector defendants appeared in fifty cases; accounting for sixty-two percent of the total number of defendants. For this study we have employed the statutory classification of public as opposed to private sector agencies. "Public Sector Agency" is defined by the Privacy Act 1993 as: (a) an agency that is a Minister, a Department, an organisation, or a local authority; and (b) includes any agency that is an unincorporated body (being a board, council, committee, or other body) which is established for the purpose of assisting or advising, or performing functions connected with any public sector agency within the meaning of paragraph (a) and; which is so established in accordance with the provisions of any enactment or by any such public sector agency.
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The six most common defendants in the Tribunal were:
• The New Zealand Police with fourteen cases bought against them.
• Second was the Accident Compensation Corporation with eight.
• The Department of Work and Income New Zealand tied with the Department of Corrections for third place with four each • The Inland Revenue Department tied with the Department of Child, Youth and Family Services with three cases to defend each.
All of these are public sector organisations, accounting for forty-three percent of all cases bought to the Tribunal. We have adopted the statutory classifications of the public sector as opposed to, for example, a classification by sector (government, education, health, financial and insurance). This is because a classification by sector in New Zealand would span both public and private sectors: for example the health and education sectors as well as insurance (the biggest insurer in New Zealand is the Accident Compensation Corporation which is a statutory entity).
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The private sector, by contrast, accounted for forty-one percent of defendants, appearing in thirty-three cases. These percentages do not quite add up as there was often more than one defendant, and in a few cases (such as Geoffry Ivan Hadfield v NZ Police and DJ Cartwright) 92 one defendant was from the public sector and the other was from the private sector. In such cases the defendants were counted in both categories.
Out of the private sector defendants, thirty-nine percent were involved in the health sector; totalling thirteen cases in all. Most of these defendants were private doctors or psychologists.
In one case (Christopher Joseph O'Neill v Dispute Resolution Services Ltd)
93 the defendant corporation although acting on behalf of the ACC was sued in its own capacity. Since the dispute related to the health sector it has been included in the private sector health category rather than in the public sector. The old doctrine that a doctor's notes on a patient were for the doctor's eyes only contributed greatly to this sector coming under the spotlight for breaches of privacy. Under the Act a patient has the right to review files a health practitioner holds on them, with some exceptions.
After removing defendants from the public and health sectors, twenty cases remain; meaning only twenty-five percent of cases were brought against the commercial sector. However, this figure also includes the many defendants that were clubs or non-profit organisations. The true figure for the commercial sector is even lower, but is difficult to ascertain as private sector defendants in some cases have name suppression. Private sector defendants have included banks, insurance companies, individuals and even funeral directors! 94 Twelve cases in total were brought under the Health Information Privacy Code, making up fifteen percent of the total. As explained below the principles of the Health Code are not distinguished from those of the Privacy Act.
Areas most litigated
A major point of interest for our inquiry was which of the Information Privacy Principles (IPPs) were litigated the most frequently. For the purpose of this study the principles contained in the codes of practice are not distinguished from those of the Privacy Act: the rules contained in them mirror the IPPs themselves. For instance Rule 6 of the Health Code grants access to health information whilst Rule 11 prohibits improper disclosure of 91 Responsible for administering New Zealand's pioneering "no fault" accident insurance scheme which covers every individual in New Zealand at work or play. health information: similarly IPP 6 grants access to personal information under the Act and IPP 11 governs improper disclosure. Likewise Rule 7 of the Credit Reporting Privacy Code gives individuals the right to correct information held about them: IPP 7 similarly applies to the right to seek correction generally. We have therefore treated claims brought under the code of practice rules as being part and parcel of breach of the IPPs themselves since they essentially cover the same subject matter.
As can be seen from the graph in figure 1, principles six (right to access personal information) and eleven (improper disclosure of personal information) generated the most litigation. Principles nine (retention of personal information for longer than necessary) and twelve (use of unique identifiers) were not litigated at all. Principle eight (ensuring accuracy before personal information is used) however generated a significant number of cases as did principle five (security of personal information). Apart from principles one (purposes of collection of personal information) and 10 (use of information for purposes other than those for which it was collected) the remaining principles were invoked in over five cases. These included principle two (collection of personal information directly from individuals), three (informing data subjects of the purposes of collection) and principle four (collection of personal information by unfair or intrusive means).
Since plaintiffs are able to complain about the breach of more than one principle to the Tribunal at a time the total number of principles shown on the graph does not correspond to the number of cases included in this study. 
Information Privacy Principles
The predominance of complaints relating to the failure to grant adequate access to personal information marks a point of distinction between New Zealand's data protection litigation and those of other jurisdictions. For example, in the Australian Commonwealth jurisdiction, claims regarding improper disclosure of personal information have tended to be the most prevalent. 95 The explanation for this may well be, as pointed out earlier, the fact that access to much information in the public sector is managed under state as opposed to federal privacy laws. On the other hand in Hong Kong, a jurisdiction with a seamless regime not dissimilar to that of New Zealand's, disclosure is also the area most litigated. In most cases successful plaintiffs were awarded more than one remedy. The most common remedies were; awards for damages 98 and/ or costs, orders for performance and orders for a declaration that a breach had occurred. The Tribunal is allowed to award other remedies at its discretion, although it is not clear if it has the power to order a formal apology. 99 As is clear from figure 2 the most popular remedies were awards for damages and declarations.
Although specific remedies such as injunctions and orders requiring the defendant to perform obligations were rare this is not surprising since a declaration that conduct constituted an interference with privacy, by an agency, was often sufficient to lead to a change in behaviour by it -the more so where a public sector agency was involved. The "other" category included instances where the defendant "agreed" to make a formal apology and one case where the plaintiff merely wanted an acknowledgment form the defendant that there had been an interference with privacy, no other remedy being sought. 100 In one case the plaintiff was successful but no remedy was granted. 101 In the few cases involving an order for performance, remedies granted included being granted 95 access to files, the destruction of files and the modification of files (including where individuals requested their rights under IPP 7 to have a request for correction noted).
Due to more than one remedy being awarded to any plaintiff the percentage values as shown on the graph do not sum to one hundred. The percentages show the number of plaintiffs awarded a particular remedy regardless of if they were also awarded another remedy. For example; sixty-five percent of successful plaintiffs were awarded damages. Some of those plaintiffs would also have been awarded costs. Hence when these separate percentages are added they do not sum to one hundred. The maximum monetary award that the Tribunal may grant is equivalent to that of the District Court: currently this is $200,000.
102 However the Tribunal has the power to refer a case to the High Court where a higher award of damages is warranted. 103 Not only has such a referral not occurred but the highest amount of damages awarded to date has come no-where close to the upper limit allowed.
104 Table 2 contains a break-down in dollar terms of the remedies awarded to the successful plaintiffs: The figures are skewed somewhat due to the distorting effect of a single egregious case.
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The awards of costs where the plaintiff has succeeded have been modest as can be seen from table 3.
Table 3
Costs (7 cases)
Fifty-eight percent of plaintiffs were unsuccessful in their claim for an interference with privacy. Where the plaintiff was unsuccessful in their claim the defendant had the opportunity to claim for costs. The Tribunal awarded costs against the plaintiff in twentyone percent of unsuccessful claims. 
Representation for plaintiffs and effect on outcomes
An aspect of our research that proved somewhat elusive but nonetheless yielded unexpected results was the attempt to discover how many plaintiffs had legal representation. Unfortunately it proved impossible to ascertain how many plaintiffs were represented by persons who were legally qualified. This is because representation, for the most part, was by lay persons, albeit those who might have some expertise in the area.
106
Proceedings under the Act differ in this regard from those under the Human Rights Act 1993: in the latter case, whilst parties may appear in person, they may only be represented by legal counsel. 107 The Tribunal, in its other jurisdiction, also hears claims under this legislation. The restriction as to who may represent plaintiffs was not, however, adopted by the Privacy Act. 108 Whether the distinction was deliberate or not, it might be subjected to critical scrutiny: although there are undoubted benefits, in terms of informality and lowering costs, of not granting the right of representation to lawyers alone, it is also the case that issues arising under the Act are at least as complex and technical as any relating to claims of discrimination under the Human Rights Act. Evidentiary difficulties have also been present as we have seen.
In at least some cases representation was by legal counsel, in some instances even by Queen's Counsel. Occasionally reference was made, in the Tribunal's ruling, as to whether representation was by legal 109 or non-legal 110 advocates. On occasion, legal counsel was retained at a late stage when the complexity of issues raised by the proceedings and evidentiary hurdles had become apparent: the lawyer who was briefed had not however been responsible for filing proceedings at the outset which imposed obvious constraints on the ability of the lawyer to argue the case to the best advantage of the plaintiff. 111 However we estimate that in the majority of cases the representation was by lay advocates who were not legally qualified.
Since it is not possible to gauge the exact number of plaintiffs who retained legal counsel, we have instead differentiated those cases where the plaintiffs represented themselves (whether or not they had assistance in doing so) from where they retained lay or legal counsel: the key distinction being whether the person thus designated was formally recognized as entitled to represent the plaintiff by the Tribunal. Figure 3 shows the relative proportions of these two categories. From figure 3 it is clear that the majority of plaintiffs represented themselves. With regard to the efficacy of representation, there was no material difference in the percentage of successful plaintiffs with representation or without: the figure remains at about forty-two percent in both groups. Out of the twenty-six plaintiffs with representation, eleven were successful. Of the fifty-five plaintiffs without representation, twenty-three were successful. In percentage terms this is very close; 42.31% and 41.82% respectively. It seems the outcome of a case is not affected by whether the plaintiff has representation or not.
However this does not tell the whole picture: there is a noticeable difference between the scale of remedies awarded to successful plaintiffs who had some form of representation, and successful plaintiffs who had none. Table 5 contains a break-down: Table 5 Damages:
With (7) Without (14) Range $200 -$40,000 $500 -$20,000 Mean $12,885.71 $3,303.27 Median $10,000 $3,000
The inequality is also present in the award of costs for successful plaintiffs as can be seen in table 6: There is clearly a great disparity in the amounts of compensation awarded in favour of plaintiffs with representation. One explanation might be that these plaintiffs employed representation primarily because of the large sums of money involved. was one such high-profile case and involved such a serious breach of privacy that it would have been highly unusual for the plaintiff to have represented herself. In this case the plaintiff was awarded $40,000 in damages; the highest amount awarded to date. This inequality holds where the plaintiff has been unsuccessful and ordered to pay costs to the defendant. Of the unsuccessful plaintiffs with representation, twenty-seven percent had to pay costs to the defendant; whereas of the unsuccessful plaintiffs without representation, only nineteen percent had to pay costs to the defendant. As can be seen from the following chart, plaintiffs with representation, on average, were ordered to pay more in the way of costs than plaintiffs that had none.
Unsuccessful Plaintiff Pays Costs of Defendant:
With (4) Without (6) Range $1,529.86-$12,500 $500 -$10,000 Mean $5,007.50 $3,998.30 Median $3,000 $2,750
It is also worth noting that in two cases the plaintiffs were successful, yet were ordered to pay costs to the defendant for various reasons. These cases were Pamela and Anthony Mayes v Owairaka School Board of Trustees (ordered to pay $500) and W v Christchurch Casinos Ltd (ordered to pay $12,500). There was also one case in which the privacy commissioner was ordered to pay costs to the defendant (O and others v N. The Privacy Commissioner was ordered to pay costs of $668.95).
Significant cases
The decisions of the Tribunal have with few exceptions been non-technical and based on sound practical considerations. For example in Mitchell v Police Commissioner 113 it ruled that when access to personal information was sought, it was not sufficient to undertake a search however thorough: what was required was an "intelligent" rather than a "mechanical" search especially when an attempt was being made to trace a missing file which may have gone elsewhere. 114 Likewise where disclosure of personal information is involved the disclosure is not limited to the use of words: conduct which results in the information being disclosed can be sufficient. 115 Other rulings resulted in compromises which went some way toward addressing the complainant's grievance. For instance while supervisor's report on a doctoral thesis was withheld on the grounds it was evaluative material, the defendant accepted that some feedback from the supervisor instead of the report itself might be possible.
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Several early decisions concerned the scope of the Act's coverage and its exclusions. For example in one case it was held that disclosure by a lawyer of details concerning his client's matrimonial settlement concerning the plaintiff's children to a school principal 113 CRT 2/94 114 Ibid, the Privacy Commissioner will usually request an agency to provide a report on the steps taken to locate a missing file. 115 came within the ambit of the personal, family and household affairs exclusion. 117 In another case the publication of an annual "Rich List" with biographical details of the one hundred or so wealthiest individuals in New Zealand without their consent was found to fall within the "news activity" exclusion in the definition of "agency".
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In one of the few decisions to be further appealed to the High Court it was argued that the Inland Revenue Department (IRD) was entitled to disclose the level of the plaintiff's income in the context of varying a child maintenance agreement as it was acting judicially. 119 However it was held by both the tribunal and the Court that the IRD was acting administratively rather than exercising a judicial function and further that the Act was not overridden by other legislation that required the giving of reasons by the IRD: the disclosure of detailed information as to income was not a necessary part of the reasons for the decision in this case. It can be seen then that the Act must be taken into account when organizations comply with myriad other pieces of legislation: the IPPs must be complied with as far as is possible whilst meeting the requirements of the other laws.
Although the Tribunal is to act without regard to technicalities it has in fact followed legal principles, rules and precedents. In C v ASB Bank Ltd 120 for example, although the plaintiffs alleged a breach of IPPs 5 and 11 through disclosing copies of bank statements of a company owned and operated by the plaintiff to his former wife, it was found that the information was not personal information about the plaintiff: the company was on established principles a separate juristic person and disclosure related to it and not the plaintiff. 121 Similarly, the Tribunal has followed 122 earlier legal precedents concerning the disclosure of information, for example that there is a distinction between the disclosure of information and the re-publication of already known facts 123 and that disclosing information normally entails communicating it to someone who does not know it already.
124 These precedents were fatal to the plaintiff's case involving a funeral director where there had allegedly been publicity concerning the same facts in a popular women's magazine. 125 Evidentiary difficulties 126 also existed since the plaintiff's allegation that disclosure had occurred was rebutted by the defendant's "alibi" contained in the funeral records! There was additionally the problem of proving causation: damage (in the form of 117 S v P CRT 27/97; the lawyer's disclosure was deemed not to be his own but for his client's purposes meaning he was also protected. 118 126 Similar standards appear to be applied as in the courts, for example corroboration being required when the sole evidence consists of recall of conversations and the like. significant humiliation, loss of dignity or injury to feelings) could not be established since people were already aware of the facts relating to the plaintiff, it could not be the defendant's disclosure which caused the harm.
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In a similar vein the Tribunal, in considering the obligation in IPP 8 to take reasonable steps to ensure personal information was accurate, up to date, complete, relevant and not misleading prior to using it, adopted a ruling of the House of Lords that to pass information from one person to another involved its use. 128 It held, however, that there was no need to ensure that information was "accurate beyond any shadow of an argument".
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Despite accepting earlier freedom of information jurisprudence that "information" denotes "that which informs, instructs, tells or makes aware"
130 the Tribunal has continued to struggle with the outer limits of what information can include. While a wide view has prevailed in respect to the right to access information 131 a somewhat narrower interpretation seems to be applied to cases involving disclosure:
132 "The requirements of the Act are more suited to information which has been collected, held and stored in much more formal and precise ways than information which can be described as gossip and speculation…" Such an approach may well be justified on pragmatic grounds but may not be correct legally: it is trite law that an opinion can amount to a statement of fact that that the opinion is based on facts within the knowledge of the person making the statement.
An issue frequently confronting the Tribunal has been the basis for granting a remedy where an interference with privacy has occurred and especially for awarding monetary damages. Fortunately, the Act provides that for an actionable interference with privacy to occur not only must there be breach of an IPP or code of practice but one of the criteria specified in s 66(1) (b) must also exist. These require:
• Loss, detriment, damage or injury 133 133 In an early complaint that was settled a woman suffered domestic assault and violence as a consequence of a bank making disclosures to her husband regarding her spending! This is possibly a loophole around New Zealand's prohibition against suing for personal injury.
It is also important to note that a plaintiff must show a clear causal link between one of these adverse consequences and the breach of an IPP or rule. This was evident in a number of cases. 134 However an exception to this was clarified in an important High Court ruling. Section 66 (2) provides that the failure to make personal information available 135 to an individual requesting it is actionable if valid grounds did not exist for denying the access to the information. In Jans v Winter the Court held that where there has been a breach of principles six (access) or seven (correction) the plaintiff does not need to prove that he or she has suffered one of the types of harm specified in s 66(1): the breach will in itself amount to an interference with the plaintiff's privacy. 136 It is worth noting that the failure to give timely access to the file led to an award of damages of $15,000, a not inconsequential sum.
A particularly egregious case involving the disclosure of personal health information was that of Hamilton v The Deanery 2000 Ltd. 137 The plaintiff was a public figure  138 in the United Kingdom who sought treatment, in New Zealand, at a private alcohol treatment clinic which advertised itself as providing confidential discrete care for professionals. Initially the clinic formed a close relationship with its patient and considered employing her as an international consultant and assisted her towards obtaining residency in New Zealand. Subsequently, though relations soured and the clinic's director contacted immigration authorities alleging that the plaintiff was a drug-user: as a consequence she was questioned and suffered considerable humiliation on her return to New Zealand. After the plaintiff was reported in local news-media as having been convicted of drinkdriving the clinic's director gave an interview to news-media in which he described her treatment and gave reasons as to why she had "failed" the programme. Finally he gave an interview to a United Kingdom tabloid newspaper which had a wide circulation in the United Kingdom and was also published on the internet. The interview was potentially defamatory as it included allegations of drug-taking by the plaintiff.
The Act allows damages to be sought under one or more of three categories: actual losses, loss of future benefits and humiliation, loss of dignity and injury to feelings.
139 Ms Hamilton claimed the maximum amount of $200,000 on the basis of the value of lost opportunities to work in the United Kingdom, the costs of storing her furniture and personal effects and the extra costs of legal advice and representation required to deal with the immigration issues she faced in New Zealand.
The Tribunal, however, was unable to establish a causal link between the undoubted interference of privacy that had occurred and most of these specific losses: the plaintiff had brought defamation proceedings against the United Kingdom newspaper that had resulted in a settlement which it regarded as addressing the first loss and although the plaintiffs immigration application was complicated by the disclosures made by the defendant it was far from certain that all her difficulties with her application were attributable to them. 140 In the event the Tribunal was only able only to award compensation under the "humiliation, loss of dignity and injury to feelings" category although it added a caution that the proper approach in the case was to "look at the issue 'in the round' -i.e. to make an award that will cover all of the various interferences in one global sum". 141 The final sum awarded was $40,000, a significant amount by New Zealand standards but hardly likely one would think to serve as a deterrent for similar outrageous conduct in future.
High Court and Court of Appeal cases
As detailed earlier appeals to the courts from decisions of the tribunal are rare and the success rate of such appeals extremely low. Despite this some observations can be made concerning the cases that did come before the courts.
Although the High Court is empowered to hear a case afresh in practice it is extremely difficult to disturb the Tribunal's findings of fact on appeal. 142 Similarly when considering an appeal against an award of costs by the Tribunal the Court followed earlier legal precedents 143 that it should:
144 "…not interfere with the exercise of a discretion unless it can be shown that it was plainly wrong, because either that it proceeded on a wrong principle or that undue weight was given to some factor or insufficient weight to another."
On the other hand the courts have been less reluctant to challenge the Tribunal's discretion in awarding remedies. In a case where the plaintiff had sought access to personal information in order to facilitate the prosecution of an employment dispute, the Tribunal was found to have made an error of law which allowed the Court to interfere with its findings. 145 The plaintiff had suffered a loss of benefit of a non monetary kind in not having the information necessary to fully cross-examine in the employment litigation; the Tribunal had been wrong to conclude that the complainant was merely using the Privacy Act to carry on his dispute with his former employer in another forum. 146 This case may be contrasted with others where the plaintiff has indeed been found to be using the Act to continue a dispute which concerned a non-privacy related matter.
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Issues of evidence and causation have also arisen on appeal. In one case where the plaintiff alleged that the disclosure by the defendant to the plaintiff's husband of the fact that she was undergoing surgery led to the breakdown of her marriage (as the husband failed to visit her!) the claim was found to be exaggerated, far-fetched and in some respects contradictory, a causal link not being able to be shown. 148 By far the most troublesome case to reach the courts has also been the only one to come before the Court of Appeal. In Harder v Proceedings Commissioner 149 the Tribunal and the Courts had to decide what the open-ended requirements contained in the IPPs actually meant as well as the scope of what "personal information" covered. The defendant, a lawyer, had tape recorded, without consent, a conversation with the opposing party to litigation which his client was involved in. The recording was not itself used but the fact that it existed was used to embarrass the plaintiff in the subsequent court proceedings involving the client. The plaintiff brought a complaint against the lawyer alleging breach of two of the IPPs: IPP 3 (she had not been informed of the fact information was being collected and its intended purposes) and IPP 4 (the recording amounted to the collection of information by unfair means).
The Tribunal and the High Court 150 found that there had been an interference with privacy. Although several defenses were arguable (for example that the recording was necessary for the conduct of legal proceedings) the fact that the defendant did not give evidence in support of them proved fatal to his cause as did the fact that the lawyer's conduct violated the New Zealand Law Society's Code of Ethics. Nevertheless the High Court reduced the Tribunal's award of damages from $7,500 to $2,500.
The Court of Appeal found that the first recording had been made as a result an unsolicited call, by the plaintiff, to the lawyer and the "collection' of information under the Act did not include the receipt of unsolicited information. From a practical and theoretical standpoint this is a valid qualification: the Act cannot have been intended to cover all manner of receipt of personal information and IPPs 1-5 refer only to information that has been "collected". On the other hand the ruling opens a considerable crack in the otherwise seamless operation of the Act as well as a number of fine distinctions that may be impractical: for example there is nothing to prevent a company that receives unsolicited information from a customer from selling the information to a direct marketing firm but where the company has itself further elicited information from the customer this would not be able to be sold.
It should be observed, also, that IPPs 6-11 refer to information that is "held" or which has been "obtained" which suggests that where use and disclosure is concerned it matters not what the source of the information was. In any event in Harder, during the phone call the lawyer invited the plaintiff to make a second call and the Court therefore held the information elicited in the context of this conversation was indeed "collected".
In reversing the Tribunal and High Court's decision, 151 the Court held that there had been no breach of IPP 3 as the plaintiff obviously knew who was collecting the information and why as well as the intended recipients (the lawyer's client). It held that the substance of IPP 3 was concerned with the fact of collection rather than the means of doing so (tape recording). Likewise the Court found that the making of the recording was not unfair as the purpose of IPP 4 was to prevent individuals from being induced by unfair means into supplying information they would not otherwise have supplied. The Court referred somewhat unrealistically to the analogy where a comprehensive hand-written note is made in which instance there can be no complaint. However the nub of the plaintiff's complaint was not the fact that a detailed record of what was said was kept but rather the potential of the means used (tape recording) to ambush her in subsequent court proceedings! The waters were further muddied by passing comments made by several of the judges 152 that the information in question may not have been in any event "personal information" subject to the Act: views expressed by the plaintiff, her attitude towards her former partner and her denial of the possession of certain items may not be information about her. Reference was also made to s 14(a) of the Act which requires due regard, when considering whether an interference with privacy has occurred, to social interests that compete with privacy, including the general desirability of a free flow of information and the right of government and business to achieve their objectives in an efficient way.
The decision has been criticized, especially the dicta concerning the limitations to the ambit of "personal information". 153 It is quite possible that the members of the Court confused "personal information" as defined in the Act with "private information" or sensitive information protected at common law, either through the action for confidence 154 or the tort of disclosure of private facts. 155 This may be contrasted with the policy underlying data protection where technological imperatives that enable the tracking and profiling of individuals necessitate protection of even the most banal facts about them.
The relaxed approach of the Court of Appeal as to what is needed to inform data subjects when collecting information has also been criticized: IPP 3(1) should not be about whether or not it is reasonable to inform data subjects of their rights but whether the agency has taken "such steps (if any) as are in the circumstances, reasonable to ensure that the individual concerned is aware of their rights" meaning agencies should not have a discretion not to inform individuals of their rights at all. 156 From the data subject's perspective what would have been a reasonable disclosure would have been the fact the information was being taped which would in itself have implied its potential use in court proceedings.
It may be concluded, with respect, that the Court of Appeal decision in Harder has not for the most part been helpful in resolving ambiguities in the Act and demonstrates, at the least, a lack of sympathy for the values underlying data protection law.
Conclusions
This paper has traced the evolution of New Zealand's data protection law from its inception up to the present against its international context. It has been seen that New Zealand's "one size fits all" regime and "one stop shop" dispute resolution mechanisms have on the whole proved able to deal effectively with breaches of data protection principles. The study has highlighted the outstanding success rate of conciliation of disputes which has minimized the need for litigation.
Where litigation has nevertheless occurred, its rate of success is low (although this is probably the case with all litigation) and the monetary remedies obtained modest (although not necessarily so by New Zealand standards). A major function of litigation, though, has been to allow litigants their "day in court" and vindication has been at least as important as monetary compensation.
The majority of litigation has been against the public sector. The reasons for this may vary but they could include the fact that most private sector defendants choose to settle rather than risk the publicity associated with an adverse ruling whereas public sector organizations, more used to bureaucratic procedures are prepared to test matters in the Tribunal. In Hong Kong, a comparable jurisdiction to New Zealand, complaints against the private sector outnumber those against the public sector by around ten to one. 157 Other reasons might be the disproportionate reliance by New Zealanders on the State as well as their suspicion of government and its motives but this is ultimately speculative. The study shows, at any rate, that businesses in New Zealand have not been the target of most data protection litigation.
Other points of differences with overseas experience have been the areas most litigated: denial of access to personal information has predominated whilst improper disclosure of personal information has been a close second. Overseas experience has been the other way around with disclosure being litigated more than the right to access personal data.
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The reasons for this are, again, obscure but a factor at play might be the fact that a significant number of requests for access to personal information occur in the context of other litigation (frequently employment disputes) and access under the Act is a convenient alternative to the usual discovery process. The dynamics of disputes though often mean that a refusal to grant access results in this taking on a life of its own in substitution or in addition to the underlying or original dispute.
Most litigants in New Zealand have been lay litigants who represented themselves before the Tribunal. Where litigants employed representation this tended to be by non-lawyers. The study found that, while representation did not affect the result (a finding that an interference with privacy had occurred) it did substantially influence the monetary compensation awarded to plaintiffs as well as the award of costs. Unsuccessful plaintiffs had significantly higher costs awarded against them which may represent a further disincentive in New Zealand to litigate.
The jurisprudence contained in the body of decisions of the Tribunal provides an invaluable tool for those seeking to understand the scope and enforceability of the information privacy principles. However uncertainty still surrounds some areas and the limited contribution of the courts has, to some extent, not been helpful. The Court of Appeal, in particular, has demonstrated a lack of understanding of core data protection values, notably the meaning of "personal information". Its unduly legalistic approach perhaps vindicates the decision to employ a specialist body such as the Tribunal to consider data protection claims but, on the other hand, this very fact may explain the Court's own lack of experience and lack of sympathy for the policy underlying New Zealand's data protection statute. Despite this qualification there is no doubt that the performance of the Office of the Privacy Commissioner, where most disputes have been successfully conciliated and of the Tribunal, where most of the litigation has occurred demonstrates that the potential of New Zealand's data protection regime has been substantially achieved. 
